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Abstract

Along with sensor network application developmeéhg trend of combining a sensor
network with other techniques is growing. NICTA hiaplemented an Open Sensor Web
Architecture (NOSA);y that as a combination of Web Services and Grithrtelogy
working with sensor networks to overcome the olletaof connecting and sharing
heterogeneous sensor resources. Although the tuN®$A middleware can handle
multiple queries, its processing ability is limitedhe Core services of the NOSA
middleware compose of three specifications of Seeb Enablement (SWEp;:
Sensor Collection Service (SC) Sensor Planning Service (SR%)Web Notification
Service (WNS)g and Sensor Repository Service (SRS). Among thasedervices, the
SCS has the responsibility to communicate with #gemsor networks and it has
implemented for handling multiple queries concutlseriThe bottleneck of processing
simultaneously requests is that the physical semstwvork can only process one query at
a time so consecutive queries must wait in a queus the current query processing
completes. This project implements a cache mechmfos overcome this limitation of
NOSA in such way that the cache system can grodpsahedule all the query requests,
store the results of the historical queries andyaeancoming query requests based on
the relationships between current and cached quérlee entire or part of the results of
historical queries can be reused to answer curcuries. The aim of these
enhancements is to reduce the workload of the palysensor nodes and improve the
multiple queries processing ability of the systémthis report we illustrate the cache
system architecture and how it integrates withdkisting NOSA system. We describe
the design issues related to the components afablee mechanism and we evaluate our
contribution with several test cases, demonstratiag the cache mechanism improves
the concurrent queries processing speed of the N@idAleware by 10~20 times faster

without reducing the accuracy.
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1 Introduction

Wireless sensor networks provide a way to obsermd eonitor the physical
environment. Sensor networks have wide applicghititindustry, military and scientific
applications. Along with the development of sensetworks, pervasive sensors are
becoming a reality, providing opportunities for neensor-based services. The NICTA
Open Sensor Web Architecture (NOSA) middleware i@y such a sensor-based
service by integrating the sensor network with 8erOriented Architecture (SOA) and
Grid Techniquey. The SOA allows middleware to discover, describe imvoke stateful
Web Services (WSRF) from a heterogeneous softwiatéopn using XML and SOAP
standards. And with the contribution of Globus Maldare platform, the services could
be highly geographically distributed. NOSA takesajor step forward to achieving the
vision of a Sensor Grig. Following such integrated architecture, the senstwork as

a resource could be discovered, accessed and bedtmver the World Wide Web
through the Web Services which define the basia g@bcessing operations including
data query, retrieval and aggregation, resourcediding, allocation and discovery. In
section 1.1 below, we will demonstrate the limaatiof the NOSA middleware and the

motivation of our cache mechanism.

1.1 Background and Motivation

Kobialka T et al explain that the NOSA is a suifenuddleware services for sensor
network applications which are built upon the Senseb Enablement (SWEy, which
is a set of operations and standard sensor dataseqations defined by the Open

Geospatial Consortium (OGG).

The overall structure of NOSA is outlined in Figurel. Four layers have been defined,
namely Fabric, Services, Development and Applicatiundamental services are

provided by low-level components whereas higheellaomponents provide tools for
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creating applications and management of the lifiecpé data captured through sensor

networks.

Applications
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Application o "
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Figure 1-1: High-level view of NICTA Open Sensor M&rchitecturgs

According to [3], the four specifications of SWE pglamented in the NOSA, Sensor
Collection Service (SCSg;, Sensor Planning Service (SR&§)Web Notification Service
(WNS) g; and Sensor Repository Service compose the coreesrset of NOSA. Figure

1-2 below shows the typical invocation for Sens@b\Zlient using those services.
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Figure 1-2: A typical invocation for Sensor Weleoli3
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Among those four core services, the SCS is thesirgnd most important service in the
NOSA architecture. The responsibility of the SCSdsnmunicating directly with the
sensor networks. It receives incoming SOAP requaststhen passed the query to the
sensor network via a proxy. The SCS provides tbh&ypinterface to both streaming data
and query based sensor applications that are douilop of TinyOS1; and TinyDBya1j.
The proxy worked with streaming data, which ardemtéd directly from sensor nodes, is
the Techfest proxy, and the one worked with Tiny@8 TinyDB that fetching data from
TinyVIZ simulation software is TinyDB proxy. Aftesensing, the proxy collects the
resulting queries information and translates the observational data into a XML
Observation and Measurement (O&Nb encoding and then returns the encoded

observation data to the connecting client.

According to [3], the SCS could handle simultanequsries to heterogeneous Sensor
Networks, but the experiment results of the [3]vebithat as the number of simultaneous
clients steadily increases so does the responge Begradation in the performance is an
outcome of the limited concurrency available at $kasor network level of the service
because only one query can be processed by thersegtsvork at a time. In this case, if
the SCS get multiple requests at the same timegukées have to be placed in a queue
at the sensor network accessing point until thellresf the current executing query

obtained from the sensor network.

The solution to this problem could be eliminating reducing duplicate data in the
gueries through implementing a cache in memoryiarddatabase. In this approach, if a
new query is received that is similar to one whiets recently been executed, then the
result can be anticipated as being the same antlingsobservational data could then be
pulled from the cache. This would reduce the nundfeduplicate queries sent to the
sensor network and improve the scalabiligy.To develop this solution, our group has

implemented a cache mechanism as part of the NO§Ag.
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1.2 Cache Mechanism

The cache mechanism is implemented as part of th8Amiddleware, as mentioned
before, the NOSA middleware consist of four layeapplication layer, service layer,
sensor layer and physical layer. Basically, we $oon the lower three levels to build up
the cache mechanism to analyze the query requebish come from SCS. With the
cache mechanism, the SCS will return an observatsnlt back to the client either
directly from cache or it will forward the query the sensor network. For processing,
this is determined by the environment parametessr defined setting or by the cache
system and intelligently analysis of historicaladaets. The layer structure of the NOSA
middleware and how the cache mechanism fits iretisting architecture are shown in

Figure 1-3 below.
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Figure 1-3: Layer architecture of the NOSA middlesyg
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The cache mechanism sits between the SCS and ys&ahsensor networks or TinyVIZ
simulation environment, working with the correspimigdproxy to processing the query

requests and observational results data sets.

The cache mechanism includes several novel pregeds indicated below:

1. The cache mechanism currently composes of two leaehes: memory cache
and database cache. Generally, memory cache jsizsthe size of memory is
largely restricted by the runtime environment. Bynitast, a database cache
tends to have much more space, while its speeowerlthan the memory. So
combining them together is good way to achieve highed and large space.
More cache level can be made to satisfy specialgda (like tape media
accessing).

2. The cache mechanism has adjustable parameters rivolcahe physical
characters of the cache and the logic of insereteleor analyze the cached
gueries and results. This includes the cache Bfeéme of the cached entries,
different discard policies for deleting the cachedtries, estimation for
evaluation of the effect of historical results,e$mold to decide whether the
cached entries are reusable or not. All of thesamaters will be discussed in
detail in the section 2.2.

3. The cache mechanism is designed for working wigiesyof proxies connected,
including streaming data and query based sensdicappns that are built on top
of TinyOS and TinyDB.

4. The mechanism includes a Rule Engine that can éxpie similarity between
queries, analyze the historical data stored incdehe and calculate the trend of
environment changing. According to the analysisilteshe mechanism could
produce a prediction of the result of further incognqueries. The estimation and

threshold mentioned in the second property areemphted in the rule engine.
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1.3 Related Works

Most sensor applications are used to monitor chargfe physical phenomena, for
example sound, light or temperature. The sensowarktcould be considered as a
distributed database, which comprises of the sgnsiata and the description of

characteristics of the sensor nodes, such as ¢thédo and the type of the sensoj.

Since the sensing data collected by one sensareatime could only reflect the physical
phenomena at a small region and the changes darstprt period of time, the sensor
database requires processing the information iiffereht way with traditional database
system. The sensing service should map the rawoseesdings with the sensor
characters onto the physical reality and, in thise¢ a model of that reality is required to
complement the readings. On another haddptive samplings sufficient for the model,
which means if sensor nodes only send data wheroltserved physical phenomena
change. This allows answering queries directhhatgateway rather than fetching every
tuple from the network. The idea has been propas¢ti3] where a statistical model is
run at the gateway. Whenever the prediction of thedel does not reach the
confidentiality specified in the query, the gateveayively requests additional data from
the sensors in order to update the model paramatershus increase the quality of the
prediction. In our cache mechanism, the rule englags a similar role as such a model
that the rule engine will update the parametergHercache system to use the historical
results in a more intelligent and efficient way. As extension of this idea, one can
consider running a less complex model at the semses that allows the node to decide
on its own when the model at the gateway is outbatel requires new data to update its
parameters. By moving from a pull-based to a piesdetd mode of operation, the number

of messages can further be reduced since no exauiests have to be sent.

Besides the [13], many other query aggregationi@aiares and approximate querying

models in sensor networks have been proposed Ye swlw to collaboratively process
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the sensor reading and how to build a model toyaeahistorical data to predict the
current environment status. The [14] proposes ail&ity Aware Query Processing

scheme, which can answer queries by exploitingstimlarities among different queries
issued to data-centric storage sensor networks.b@l& idea is to replicate results for
previously issued queries as materialized viewsthe network and utilize the

materialized views to answer similar queries. Inr @ache mechanism, we have
implemented a Comparer, whose responsibility isgaming the current executing query
with cached queries. The algorithm, which we wtidizto split a query and fetch the
useful parts from the result, is a simplified versiof the one discussed in the [14],
because the query split algorithm in [14] is forltimdimensional range query, which is a

different case with our proposal.

The query aggregation frame proposed in [15] use@pplication that have the features
that the query rate is high due to a large numbeausers sending queries, while the
response data to the query is simple. This mighthbecase of the NOSA applications,
since the response data only containing temperatsweand or light values. One
disadvantage of the query aggregation frame isittdges not consider the topology of
the existing sensor network and this also might abduture work for our cache
mechanism. One novel feature of the cache systefd@his partial match caching,
which ensures that even partial matches on cacatdoadn be exploited and that correct
answers are returned. The cache mechanism thaaveeilmplemented integrates all the
valuable ideas of the approaches or models referbede, combines with the existing
NOSA middleware to achieve a more flexible and ficat system. It considers not only
the query processing model, which could exploit sheilarity of queries and parse the
historical result in the cache to estimate the aygphenomena, but also a configurable

two level cache system to implement those models.

The remainder of this paper is organized as follBection 2 shows the architecture and

design strategy of our cache mechanism and desctibe software and hardware
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developing environment. A discussion concerning lthitation of the simulation and
test environment will also be included in this gatt The experiment results are in the

section 3, and conclusion and future work are éenddction 4.
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2 Architecture and Design

In this section, we will illustrate the system atebture of the cache mechanism and the
key components of each mechanism. This includesldatleng scheme for handling
concurrent queries, the two level cache chain, anigine working principles and the

guery aggregation rules. They are used for patsiagached queries and predicting the

results for current queries.

GUI Client

Query requests

SC¢

Insert requests in

queut

Lock Manage %

Pop out next job Send back results

Proxy Interface

Sendguelies Consult the R
CacheManag: RuleEngin:
Retrieve cached results
Sensor Connector . . Memory
Configuratior ThE
Query sensor
network
Sensor Database
Network Configuratior TE

Get connected

External Database

Figure 2-1 Architecture of the cache mechanism
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2.1 Architecture Design
System Structure

The cache mechanism is implemented with the Se@stlection Service. It interacts
with the proxy interface, storing the results mtad from the physical sensor nodes and
utilizing the cached result to analyze and pretiietobservation time for current queries.
Figure 2-1 shows the architecture of the cache am@sh. As indicated in the figure, the
system consists of several components: LockMan&grheManager, RuleEngine and
the Cache, connecting with the existing NOSA congmtst SCS, GUI client, proxy

interface and sensor connector.

LockManager sits between SCS and Proxy Interface. It aims mviging
concurrent access control to the sensor networkorBeconnecting to a sensor
connector, the sensor proxy has first get a loskft.ockManager. The operation for
getting a lock is a blocking operation, which meaastrol cannot be returned to the
sensor proxy until the lock is granted. When qusrfinished and result is fetched
from sensor connector, the lock should be returBgddoing this, another request in
qgueue can acquire the lock and continue processing.

CacheManageris an entrance to the cache(s) from a SensorRrgaiht of view.
Inside a CacheManager, there is a RuleEngine gradngéer which points to the first
cache of the cache chain. Upon receiving a reqtlesiCacheManager first asks the
RuleEngine whether is time to access sensor netvfoykes, CacheManager returns
null immediately so that the sensor proxy will qu¢éhe sensor network. If no,
CacheManger check each level of the cache andiratsuitable cache value or null
if no suitable cache value found. Whenever a sepsory queries the sensor
network, it should also feedback the result to @Mdnager when the query is done.
With the feedback function invoked, the CacheManag# store the result into
every level of cache as well as feedback the résulte RuleEngine.

RuleEngine is an advisor for CacheManager to tell whetheadoess the sensor

10
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network or not. The parameters inside the RuleEngire used to make decisions.
These parameters are dynamically changed by tmewuting environment via the
feedback function. If the environment is changirgtf the RuleEngine will tell
system to access sensor network (instead of cautwe) frequently.

Cacheprovides caching facilities. Cache acts like a nipviding a key, there is at
most one value corresponding to that key. In tlogept, key is defined as the query
string, while value is the result from sensor nekw&ache is actually an interface,
so that it can be implemented in many ways flexitymeets different systems’

needs.

System Interaction

Figure 2-2 Work flow of the cache mechanism

11
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The Figure 2-2 is a sequence diagram which shoe/smbrk flow of the system. The
clients send out the query request initially, aftee SCS receiving the request, the
services will create a SensorProxy to handle trgueast. SensorProxy will ask the
CacheManager to check whether there are cacheltsrasailable (This is first check). If
the cache is available, the corresponding cache evill be fetched From Cache and
send back to client. If no cache entry is availalhe cache manager will insert the
request into the queue. When a request comes amut thhe queue, it will check again
whether there’s cache available (This is secondlgh&he second check is the same as
first check, but omitted in Figure 2-2. This doubleeck makes sure that cache is reused
if another request gets a value back while thisiestjis waiting in the queue. This might
happen. Let’s assume there’s no cache at the bagindow request A comes. Obviously
A cannot find suitable cache entry. So it getsldio&s and access sensor network. Now B
comes with same query. Since A has not returnrgen fsensor network yet, B will not
find any cache result, so it has to enter the quenee wait for the lock. If there’s no
double check after B get the lock later, B will @ss the sensor network immediately,
which is not efficient enough because A has conok dth a reusable result. In order to
reuse As result, the double check is necessaryt,Niea cache is available after the
double check, it is sent back to the client. Ifré® still no cache available after double
check, SensorProxy will connect to the sensor nétwia SensorConnector. After value
is read from sensor, it will be sent back to cliandl stored in all cache levels.

When we talk about getting cache entry from Catliiere are two steps.

First, we have to discover, whether there are cacliy keys similar to the request one.
Key is actually the query strindhe key is stored as a string likes “SELECT * FRGENSOR
WHERE light > 90", other substring like “features”.from the original query string is removed
Two keys are “similar” if they are exactly the saorecriteria of if the queries are within
some threshold. The threshold is changed dynamibglithe RuleEngine to reflect the
environment, while the decision of whether theysaneilar enough is given by Comparer.
For exampleslet's say the initial threshold is 3. If the firgtiery is “SELECT * FROM SENSOR

WHERE light > 30” and the second query is “SELECFROM SENSOR WHERE light > 33". We

12
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define these two query is “similar” and the restdim the first query is reusable because “33-30 <=
3". Both RuleEngine and Comparer will be discussest lah Section 2.2

Second, if no cached queries are “similar” to #guest query, we then use Comparer to
refine the cached Object by removing, adding or lmioing some of them together to
form a new resultFor examples, if the one of the cached queryightl> 90” and the request
query is “light >100". Then all values between 9@ d00 of the cached entry will be removed. The

values left becomes the result for query “light>100

On the other hand, storing new result back to casteso not in a single step. First, we have to
determine where to put the result. If the cacheaaly has one entry with exactly same query string,
then we can safely replace it. If no, a new entity e allocated and put into the cache. This step
cannot process if the cache is already full, whidans the size of entries is equal to the confijure

parameter “maxCacheSize”. When cache is full, weelta first remove some of them. There’s a lot

of replacing policies in other sophisticated caspstem. Here only two are implemented: least rank
and oldest. The first one keen to remove the oriehnik used least by using rank in descending order
while the latter one keen to remove the oldestlmnesing lifetime in ascending order. After being

stored in the cache, the result is also feedbadkadruleEngine to be analyzed. In RuleEngine, the
result along with received time (of that result) asalyzed to make changes to “estimate” and

“threshold”.

13
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2.2 Components Design

Both SensorLockManager and CacheManager are uskdréyiused in the sensor proxy.
Because both SensorLockManager and CacheManagdy smmle instance pattern,
there’s no code in the sensor proxy class to cr@atkestroy these classes. Just as shown
in Figure 2-3, the relation among sensor proxy #nede classes are association, which
means sensor proxy just knows where they are bdutasthem. For example, the sensor
proxy can lock the sensor network simply by invakitSensorLockManager.lock()".
Similarly, the instance of CacheManager can Dbe iersdr by invoke

“CacheManager.getinstance()”.

Figure 2-3 Relation between Sensor Proxy and nempdoents

The Figure 2-4 shows the relations between eaclpooant. Please refer to Appendix Il
to see the full classes diagram. There’s only omeh€Manager across the system.
Within the CacheManager, there’s one RuleEngineaapdinter pointed to the Cache on
first level. Each Cache has a pointer to the rexellCache, unless there’s no more lower
level cache. Besides the pointer, there’'s a cordiinn class named CacheConfig,
holding all configuration parameters. Two classealso hold in the CacheConfig. One is
Comparer for doing query key comparing quest. Ttheroone is DiscardParser, which is
responsible for ensuring replacement policy. Bdtthese two class are also configurable

from the configuration file.

14
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Figure 2-4 Cache Related Classes Diagram

2.2.1 Locking scheme

The lock manager provides a method to queue the

incoming requests. Although it looks like a sepaunaart

in the system structure, it provides the cacheesygshe

fundamental function of handling concurrent regsielsbckManager is the only one class
in this part. When lock() is invoked, it appends tiequest to the queue and pops it out

when unlock() is called by the other.

2.2.2 Cache

Cache is linked.
Each Cache has a

pointer pointing to

15
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the next Cache (we can use next() the get the @aghe). Different levels of caches
work together. On the other hand, Cache behavesdiknap. Each cache entry has a
corresponding key, which is the query string. Tfees objects can be stored/retrieved

to/from Cache by normal Map functions add()/get().

Like many other cache system, there are many paeasnéhat control the runtime
behavior of the cache. These parameters are packig configuration class. So that
cache can focus on dealing with how to access aamdlager storage media, while all

configuration stuff is handle by the configuratidass.

Parameters are listed below:

1. Max cache sizeThis parameter determines at most how many cactie® can be stored
in the cache. It is critical for memory cache besamemory is limited on most of the
system. Cache size will not be reduced by a ceat@iount until a new entry comes in.

2. Max entry life time: This restricts how long a entry can reside indhehe. Together with
max cache size, these two parameters decide howatie grow and shrink.

3. Shrink interval: Cache is shrunk at a certain interval time. Expieatries are removed at
each shrink process. Too small shrink interval timaekes system very busy, while a large
one makes cache might have lots of expired entries.

4. Shrink size: When the cache is full, some entries have to beoved. Shrink size
determines at most how many cache entries wilebgored at a time.

5. Comparer:Comparer is used to provide information of how tedathose cache entries are
with current request and how can they be reusexilllbe discussed later in this section as
a separated module.

6. Discard Parser:The discard policy is fairly flexible. Basicallhe policy is just a string
that can be in any format. What we need is a pacsrarser that string and provide
accordingly function. Discard Parser is what wedn8ée only one function in this class is
used to sort all cache entries in a certain oMléth this ordered cache entries, a cache can

remove its entries one by one to ensure the digualidy. Currently, only “rank; lifetime”

16
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and ‘lifetime; rank”, which mean “least used firs#thd “oldest first” respectively, is

implemented.

2.2.3 Cache Manager

CacheManager is the gateway to all function exteptlock facility. This is the only
class that a client

should inter face

to. Cache manager

uses singleton pattern, which means there is onlynstance of CacheManager at any
time across the system. Method getinstace() is tsapbt the instance reference. This

ensures different clients use the same cache.

One of the major tasks for CacheManager is to @éhlthe cache along the link. Let say
we have memory cache and database cache (whibh @utrent settings of the project).
When acquiring cache object, if it resides in tlabase but not memory, it will be
fetched from the database and stored in memoryedlsas sent back to client. When
storing a cache entry, it will be stored to botlthe level (memory and database).
CacheManager also communicate with the RuleEngMeenever it is asked for cache
object, CacheManager asks RuleEngine whether try dhe cache. If the answer is yes,
then look up the cache object in each level of edmhthe order defined in configuration
file (commonly first memory second database makese). If no, it will send back null
object to tell the client to query the sensor nekw@€acheManager also pass the result

object to RuleEngine so that it can analyse theltres

2.2.4 RuleEngine

The cache

17
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interface provides higher performance to the systeswever, there’s a gap between the
cache result and the current query being procelgetie sensor network. Clearly, we
need some mechanism to fill the gap, and RuleEndpes this.

Here we define the gap as the different betweelatiest available cached value and the
current value from sensor.

Since there’s only two ways to obtain a value,ezitthom the cache or from the sensor,
we have to make a decision when to access cachevlaen to access the sensor. It is
controlled by a parameter named “estimate”. Esématthe estimate of how fast the
environment is changing. If it is small, it meansvzieonment is changing fast. If it is
larger, the environment tends to be stable. Fomgies, the light environment of a room
with a lamp flashing is changing faster then the onan open field under the sun. On
receiving a request, the system will check theemirtime of that request and pass it to
the RuleEngine. When CacheManager asks the Rule&rigr help, whether to access
sensor network instead of cache, the RuleEnging tise estimate to make the decision.
If the request time exceeds the last update timeaohed result plus the estimate, then

the request is redirect to the sensor network, usx&he environment is changing fast”.

Before going down to further explain how estimaterkg, a description of each
functions are shown here:
bypassCache():
Client uses this function to determine whether ¢e the cache or not(not
considering whether there’s cache value availabke which is determine
by other classes named Cache and Comparer)
feedback():
After receiving the result from sensor networkeuti uses this functions to
give the RuleEngine feedback. Then the RuleEngsas the result and time

to change its estimate and threshold.

Now we are going to describe how estimate workse &ktimate is initialized in the
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configuration file and dynamically changed by thédEngine at runtime. When a client
(Actually, the “client” is a SensorProxy. We namé ‘client” because from

CacheManager’s point of view, it is the client) dbacks the result read from sensor
network to RuleEngine via CacheManager, the rdsudtnalyzed. As described above,
CacheManger will first store the result to Cachleent pass it to the RuleEngine. How
much the result changes compared to last cachedt kel affects the estimate. By a

formula, we calculate the difference and appliedoitthe estimate. So estimate will

increase if difference is small and decrease fédbdhce is large.
In the following, a formula for the estimate wik Ipresented and discussed.

Assumption

We havei sensors:

$.S.S;, .S (i1 1)

Last reading for each sensor is recorded as wéitleame. The record format is:
VT T T) JVT) a1y

*where V stands for value and’ stands for time.

Scenaria At T time, we have k(k1 K) new readings for some of the sensors:

Ve TV TV T) Ve T) (T K)

Goal: calculate the new estimate.

Formula:
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pv, = v.*- v,

DT, =1/(T - T,)

else
DV, =0
DT, =0
DT = DT.

n, = sizeof (1)

n, = sizeof (K)

deve= ni | DV,*(DT, /DT)
k il

dev = last time dev
porton =n,/n,
sign = dev¢> dev?- 1:+1
estimat e¢= (1- portion )* estimate
+ sign * portion * estimate * dev¢/ dev

Explanation:
Firstly, we have to calculate the differences ofheamew vaIueDVi,iT | . Then we
calculate the Standard Deviatiosev(with weightDT, /DT . The weight comes from the

reciprocal of time difference because the larger time difference is, the less the

environment changed.

Secondly, we need to determine the sign and porogn is important to control the
estimate whether to grow or decrease. When curdmat is larger than the last dev,

which means environment is change faster, theisigiregative, so that the estimate will

decrease. Portion is the ratio of change of eséinfaince we only receivea, results

out ofn,, thus the portion of changens/n, .

At last, every thing is ready to calculate the restimate. (1-portion) of the old estimate

20



433659 Distributed Computing Project The Cache Mechanism for NOSA

remains the same. The rest of the old estimateaserdecrease dgv(/ dev.

2.2.5 Comparer

Comparer is the
components for
comparing the
current queries with
the historical queries stored in the cache, aftelyesis, the comparer will make a
decision of whether the cached result is reusabte teow to reuse the cached result,

either directly copy the old value or refine thelwad result based on the current queries.

The comparison rules are shown in the table 2-aviel

Table 2-1 Query comparing rules

Compare Property Compare Operator Compare Value Return Value
Different | = ---- False
Different | = --—--- False
---------- Same True
S: > C:> V1>V2 True, if V1-V2<threshold
True, refine required when
S: > C:> VisVv2
V2-V1>threshold
S: > C:> V1>V2 False, if V1-V2>threshold
Same -
Same True. Refine, when
S:< C:< V1>V2
V1-V2>threshold
S: < C:.< V1<V2 True if V2-V1<threshold
S: < C:.< V1<V2 False, if V2-V1>threshold
S: = C=| - False
S:<>| Ci<>| - False

* S = Storage Query, C = Current Query, V1 = Sterdglue, V2 = Current Value
False = the cached results cannot be reused, Tihe cached result could be reused

There are two cases that the results need to lmedeto fit the current query. The
refining method is deleting the useless part ofrdsilts. For example, the cached query

is
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SELECT light

FROM all sensors

WHERE light>30
And the current query is

SELECT light

FROM all sensors

WHERE light>37
Assuming the threshold is 5, which means the cachedlt cannot be reused directly,
because 37-30=7 is bigger than 5. Result is reduice be refined in this case.
Considering the cached result of the historical rguihat consists of several data
elements:

Table 2-2 Result

Node id | Reading Value

2 40

3 32

As shown in Table 2-2, the first element still nsetite requirement of the second query,
so it will be kept in the result, and the secormaldieg, which is smaller than 37, will be
deleted. The refined results could be retrievek tadhe client directly without visiting

the physical sensor nodes.

2.2.6 GUI client

User friendly is an important criterion for a

system. The existing NOSA includes a client

GUI interface, which could send queries to the

services but cannot specify the queries. For

improving the system usability, we modify the

input part of the client by adding features thatrusould choose different methods to

produce queries:
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1. Manual input some particular query
2. Input from a file that including the specificatiari queries. File is read and
processed by QueryFileReader as shown on the right.
3. Random produce queries
This makes the experiment of the cache mechanischneasier and more efficient.
Another improvement we made is changing the qugmieduced time. In this case, the
client program could be used as a test case prodait¢he queries producing processes

are under control.

2.3 Limitations

At this stage, the NOSA use centralized storaghiature to process the queries and
results. The storage capabilities of sensor nodes heen ignored. Since communication
is more energy-consuming compared to local compuritain-network aggregation could
reduce energy consumption. Combining the in-netwaggregation with the query

aggregation in the cache system will be a bettertisa.
The TinyViz simulation environment is not stabldigh is an obstacle when implementing the cache

mechanism. In the developing and experiment presesge try to use the physical sensor instead of

the simulator.
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3. Implementation

The cache mechanism has to work with the existi@SHN system, so that we try to

follow the same programming pattern in the deveiggirocess, such as:

Object Factory: Many classes are initialized within the objeattfay using parameters from
“application.properties” file. This unified instaation of object can make system highly
configurable.

Interface and Abstract: Besides using the object factory, we also cresay interfaces and
abstract class to represent the system.

Configurability : The parameters for the Cache Mechanism are aoafije via the
“cache.conf” file. Like the other part of the projeby doing this, we can make changes to the
system without recompiling and redeploying the wafe. For detail of how to configure,

please see the Appendix I.

The development environment and software toolsiercache mechanism are[1]:

1.

Java

JavaSES5 is the runtime and develop kit for theqmtj

Eclipse3.2

Eclipse is the IDE for this project, combined wiflomcat Plugin and subclipse for
subversion controlling.

TinyOS 1.x

TinyOS runs on a different Java runtime, whichagal.4 inside cgywin. We have tried to
run it on a outside Java runtime, like Java5 dbedriabove, but it doesn’t work. Javal.4
comes with the installation of TinyOS.

Tomcat 5.5

Tomcat 5.5 is the server for hosting the web sesjidncluding SCS. The directory
“$TOMCAT_HOME/common/class” is the place we placg oonfiguration files.

TinyDB
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TinyDB combined with the GUI (TinyViz) is used tanmailate the sensor environment.

During testing, 10 sensors are used for the simoulat
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4. Experiment and Results

In this section, we measure the performance of dhaehe mechanism through two
different aspects: system processing ability amstesy accuracy with physical sensor
networks, which consists one base station and 4@Ad sensing nodes. The system
processing ability is the major improvement compagrivith the original system, as
mentioned before, in the original version of NOSystem, the ability to handle
concurrent queries is quite limited and all the repge will be passed to the sensor
network directly. Considering the properties ofsmmetwork, the original system could
consume excessive resources, including power ofsipaly sensor nodes, system
processing time and the bandwidth of the networkneation. In the experiment, we use
different data sets to test the processing ahdlitthe system with cache mechanism and
compare the result with original system without tdaehe. System accuracy is another
point to evaluate the cache mechanism, becauseaditide mechanism will utilize the
historical data to predict the results of curremtiges, it is unavoidable to introduce some
errors. We will show in the experiment that thesers are well controlled by adjusting
the parameters of the cache system. Both two t®sfocus on querying the light

property of the environment because of limitatibthe current NOSA system.
4.1 Processing Ability Test

4.1.1 Data Sets

System processing ability, in another words, ihdsv the system could handle queries
simultaneously in our cache mechanism. This tesased on three groups of test data
sets, as shown below:
Case one:
SELECT light

FROM all sensors

26



433659 Distributed Computing Project The Cache Mechanism for NOSA

WHERE light>30

Case two:
SELECT light SELECT light
FROM all sensors FROM all sensors
WHERE light>30 WHERE light>31
SELECT light SELECT light
FROM all sensors FROM all sensors
WHERE light>37 WHERE light<40
Case three:
SELECT light

FROM all sensors
WHERE light > or < a value between 20 and 40
All the query values are in a range of 20~40 llegduse we assume the environment is
relatively stable, which is the most case in rgaditso. The first two test cases are
pressure test cases, where test case one is thkesiroase and case two contains all the
possibilities of variety of queries which are:
1. Same operator and value difference smaller thathtieshold
2. Same operator and value difference bigger thathtieshold
3. Different operator
The third case is simulating the real situation. $#ad different number of such three

kinds of queries to the system and measure thepaiaessing time.

4.1.2 Environment Setting

For the first and the third cases, we use numbér &f 4, 8, 16, 32 and 64 queries sent to
the sensor network and for the second case, wawsber of 1, 2, 4, 8 and 16 for each
of the four queries: light>30, light>31, light>3rAdlight<40 so the total number are 4, 8,
16, 32 and 64. The first two queries are initiakda time, with the time interval

randomly produced in the range of 0~5 seconds,aftee another. For example, in the
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case of test case one with four queries, the guenight be initialed at time: 0Os, 2s, 7s,
and 10s. The third query are produced in such Wway dll the queries equally divided
into three parts, the interval of initial time dfet queries of the first and the third parts
using the value randomly produced in the range~&sOwvhile the second parts using the
value randomly produced in the range of 0~10s, lmxave aimed to build such a
situation that the frequency of queries changethftime to time. In this case, the first

and the third queries of the test case three argeddut the second part is sparse.

Figure 4-1

As shown in Fig 4-1, we choose the manual inpud, setup the value then click connect.
The rest of the test input are similar.

All the three cases will be tested under three itmms: without the cache, with the
cache and with the cache working with the rule eagiAs indicated in the design and
implementation sections, the rule engine will méhke cache system working in a more
intelligent way that some of the performance cdtgd parameters of the cache
mechanism could be modified according to the emvitent change. In this test, we just
want to show that using the rule engine with theheasystem will not change the ability

of processing the queries and the advantage ofuleeengine will be presented in a
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much obvious way in the accuracy test later.

The parameters of the cache mechanism, which readthe configuration files, are set

as follow:

1. Number of Entries in the cache: 10

2. Lifetime of the cache entries: 60s

3. Threshold: 5, if the difference of query valueswssn the current query and historical
query which stored in the cache is less than five result will be retrieved from the cache
directly

4. Estimate: 3, for the cases with cache and rulenendirst query will visit the physical
sensor nodes and the next three will retrieve tesiubm cache. This parameter is
dynamically adjusted.

5. Discard policy: lifetime discard and ranking dista@olicies.

4.1.3 Test Results

Figure 4-2 Results of test case one
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Figure 4-3 Result of test case two

Figure 4-4 Results of test case three

The Figures 4-2 to 4-4 illustrate the experimesules of the system processing ability
test above. All the three graphs show that the g@siaog time of the system without
cache mechanism is linear with the number of theriga. In certain circumstance like

case one and case two, the cache mechanism in¢reaspeed of the query processing
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by 20 times when there are 64 queries, and asuimbar of queries increasing, the times
will increase too. In the third case, because therigs are generated randomly, the
enhancement of the processing time is 5.7 times.dilfierence of performance between
the first two cases and the last case shows teapithbabilities of similarity of queries

affects the times of cache hits. The results pitwa¢ the cache mechanism providing a

sufficient improvement in the query processingigbdf the system.

4.2 Accuracy Test

For testing the accuracy of the results given bgheamechanism, we deigned two

different test models simulating a continuous cli@ggnvironment.

4.2.1 Test Model

The test model utilizes a three levels light source
1. Level one: deploying the sensors in a dark roomuarttér a persistent reading lamp
2. Level two: in the same environment with level ocayer the reading lamp using two pieces
of paper
3. Level three: deploying the sensors in a total sealetal box
We switch the three levels of the light conditidimlowing a predefined frequency,
which is changing the level every minute for temtec one and every 30 seconds for the

test case two.

Assuming the human factors like covering the laogyering the sensors by the metal
box will not influence the experiment results byeeuting these operations at the time
slot between the actual sensing processes, thangeafithe system without cache should
reflect the environment condition, so that, compgrihe results from the system with
cache or the system with cache and rule engine tivélresults from the system without

cache will show the accuracy of the cache mechanism
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The query sending to the service is defined as:

SELECT light

FROM all sensors

WHERE light>0
In all three light levels, the sensor readingstagger than 0, so we choose the light>0
for the test cases, in such way, all the sensalimga will be saved and we can treat the
reading from the system without cache as the measmt of the environment and use

them for comparison as discussed before.

4.2.2 Environment Setting

In test case one, we set the related parametéoti@s:
1. Number of queries: 25
2. Query frequency: 5 per minute
3. Light source level: 1-2-3-2-1 each stage lastedf@ minute
4. Number of Entries in the cache: 10
5. Lifetime of the cache entries: 40s
6. Threshold: 5
7. Estimate: 3 (*threshold and estimate are same with the proogsability test)
8. Discard policy: lifetime discard and ranking distaolicies.
For the test case two, we set the parameters as:
1. Number of queries: 21
2. Query frequency: 6 per minute
3. Light source level: 1-2-3-2-1-2-3 each stage lafe®0 seconds
4. Number of Entries in the cache: 10
5. Lifetime of the cache entries: 20s

The others are same with the test case one.
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4.2.3 Test Results

The test results 4-5, 4-6 below show that the canbehanism could reflect the light
condition changes in most situations, although d@kes the system more environment
changing insensitive, especially when the lighteleshange from level three, which is
total dark condition, to level two. The reason isew the light condition is changed, the
system can not realize at the right time until¢hehe entry is delete from memory and it
has to visit the physical sensor nodes. One pa&ssillprovement is dynamically

adjusting the lifetime of the cache entries.

Figure 4-5 Result of accuracy test one

Figure 4-6 Result of accuracy test two
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In the second test case, because of the more frdgudhanging environment, the rule

engine updates the estimate from 3 to 1 after ngaflom the sensors at time 36s. This is
one of the most important properties of the cacleehanism to make the system more
intelligent and it is also one of the contributidnsovercome the environment changing

insensitive.

The parameters setting are the major factor thaldcaffect the performance of the cache
mechanism. As shown in the results, once we chémgdifetime of the cache entries
from 40s in test case one to 20s in the seconcésst, the delay time of discovering the
environment changing is reduced from nearly 30%0®. This proves again that making

the lifetime adjusting dynamically is an effectway to improve the system.

The test results could not reflect the accuracw ihighly precise way, because of the
following reasons. Firstly, the test environmentdastrolled by ourselves, which means
the assumption we made in the test model that hufaators do not affect the

experiment could not always be achieved, so trafltittuation of the reading values is

reasonable.

Secondly, the queries were initialed by the cligith the same time interval and what we
expected is that they will be processed with theesinterval too, which means queries
0~20 were sent out at time 0s, 10s, 20s, etc amydghould be processing at time 0s, 10s,
20s, etc, if we consider the query 0 was proceasdiche 0s. Actually, the queries might
be processed at time Os, 12s, 15s, etc, which dawselifferent waiting time when the
queries are waiting for execution. For such reaslo@,query with same ID will have
different execution time under the three conditiomghout cache, with cache and with
cache and rule engine. For example, in the accuestycase two, query 4 was executed
at time 25s, 27s and 19s under those conditioneeotisely. The figures present that in
some cases the accuracy of the cache with rulemengiworse than the one without rule

engine. Due to the reason discussed above, thi®giteon cannot be proven. In contrast,

34



433659 Distributed Computing Project The Cache Mechanism for NOSA

when the environment changing frequency reducevtizis level every 30s, which is the
test case two, the number of fetching results foawhe directly is reduced from 3 (initial
estimation setting) to 1, which is a evidence gbiiaved accuracy since the reading from

sensor network is more accuracy.
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5. Conclusions and Future Work

The cache mechanism is working with the existingroject, providing an enhanced
ability to handle multiple concurrent queries bgrstg the results of historical queries,
analyzing the relationship between current quesi#ls cached queries, reusing entire or
part of the historical results to reduce the queajfic. The cache mechanism includes
many configurable parameters and some of them cautiomatically adjust referring to

the changes of the physical environment. Theseuffeat make the system more
intelligent. The experiment results prove the tredws improvement of query

processing ability of the system, and the self-tgéianctions.

As discussed in the report, the lifetime of the heacentries should be updated
dynamically, which will improving the accuracy ohet cache mechanism. Another
approach might be including more data mining relatdgorithms to analyze the
historical result, so that the cached results chelditilized in a more efficient way. The
sensor network part of the current NOSA systemnhasy disadvantages considering the
consumption of sensor nodes power and sensor commebandwidth, in-network
aggregation is a possible solution that the rawa dsnsing by the nodes should be
processed before passing to the base statioAnd as demonstrated in the related work
section, the query analysis model at the sensoesjaghich allows the node to decide
when the query stored in the cache is expired aadache mechanism requires new data
to update its parameters, is also a possible solub further reduce the number of

messages passing over the sensor network.
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Appendix I. NOSA Cache Project Configuration Manual

Packages Organization

The hierarchy is organized as follows:

org.sensorweb.core.scs.cache contains all importiatses like CacheManager and
RuleEngine and all interfaces.

org.sensorweb.core.scs.cache.impl contains theretenclasses for those interfaces and
abstract class.

There are some other classes lying around othéagas, which are listed below
org.sensorweb.demo.report.StopWatch: A class tutzk the time cost.
org.sensorweb.demo.summer: This package also csrgaime new added utilities class.

org.sensorweb.service.SensorLockManager: A claBardle the locking mechanism.

Configurations

Two files are needed in order to make service ruiihie first one is
“application.properties”, which is presented in trgginal project. Some place needs to
be changed slightly. The second one is “cache.cavifiich is new added in this project.
Details of two files are shown below:

application.properties:
We need to add following lines to “application.peoies”:

HHHHHHHHHHH Cachef#H#HHHHHHHHHH
cache.comparer.EnhancedComparer= org.sensorweb.co
re.scs.cache.impl.Comparerimpl

cache.discard.OrderParser= org.sensorweb.core.scs
.cache.impl.DiscardParserimpl

cache.Memory= org.sensorweb.core.scs.cache.impl.M
emoryCache

cache.DB= org.sensorweb.core.scs.cache.impl.DBCac

he

Lines start with “#" are comments, just add whateyeu want. Other lines are the
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configuration line. String on the left of “=" is ¢hreference name of class. String on the
right of “=" is the QName of the class. Referenceme of class is used in the

“cache.conf” file. Just use whatever you like tormgathe class. QName is the full path
which leads to the class, including the class’seaam

Please make sure that all the classes’ names mgkd fcache.conf” file is presented and
well specified here.
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cache.conf:
The following are the default settings of “cachefto

#it##H##HH## RuleEngine Configuration ####H##HH#HIH
#it indicates whether to use RuleEngine

#available values are "true" and "false"
useRuleEngine= true

#estimate. estimate controlswhethertoaccess sens ornetworkornot.
#this is the intialized estimate for RuleEngine

#it is in seconds, for examples, 3 means 3 seconds

#estimate=3

#similar threshold controls the gap between request query and cache
query

#please refer to the documentation

#threshold=1

HHHH#H#H####H Memory Cache Configuration #####HHHHH

#cache size is the maximum size of a cache

#default value is 50, uncomment to specify your val ue
#mem.maxCacheSize=50

#how long can an entry life in a cache
#in seconds

#default is 60 seconds
#mem.maxEntryLifeTime=60

#discard policy tells in what order the entries are replaced
#currently two are available, "rank;lifetime" means least used will
be replaced first

#while "lifetime;rank" means oldest will be replace d first

#please notice thatthere is not default value, mak e sure you specify
exactly one

#mem.discardPolicy=rank;lifetime

mem.discardPolicy= lifetime;rank

#implemention: implemention class to ensure the pol icy by using the

above string
mem.discardParserClass= cache.discard.OrderParser
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#It defines how frequently the CacheMainter to shri nk the cache
#default is 5 seconds (they are in seconds)
#mem.shrinkinterval=5

#how many entries are shrinked atatime if no expi redentriesfound
#default is 3

#mem.shrinkSize=3

#the compare class for memory cache
mem.comparerClass= cache.comparer.EnhancedComparer

HiHHH#HIH# Database Cache Configuration ##H##H#H#HH

#most of the database cache parameters are the same as the memory
cache

#please refer to the memory cache comments

#db.maxCacheSize=50

#db.maxEntryLifeTime=60

#policy
#db.discardPolicy=rank;lifetime

#policy implemention
db.discardParserClass= cache.discard.OrderParser

#shrink interval
#db.shrinkInterval=5

#how many entries are shrinked
#db.shrinkSize=3

#the interval time between refresh used to fectch ¢ ached queries
#database cache needtorefreshitsentrylist. thi sistheinterval
time.

refreshinteval= 0.5
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#db.comparerClass=cache.comparer.SimpleComparer
db.comparerClass=  cache.comparer.EnhancedComparer

#thisistheconnectionstring.itshouldbestanda rdjdbcconnection
string
db.connectionString= jdbc : postgresql://localhost:5432/NOSA

#driver name for the database
db.driverName=  org.postgresql.Driver
#name of the table

db.tableName= cache

#user name

db.userName= your_name

#password
db.password=your_password

#HHHHHH#HA## CacheManager Configuration #HHHHHH##H

#use cache chain to chain to memory and database ca che

#when not cache.chain is specified here, no cache i s used
#forexample, cache.Memory;cache.DB meansmemory ca cheisthefirst
level

#while database cache is second level.
#cache.chain=cache.Memory;cache.DB
#cache.chain=cache.Memory
#cache.chain=cache.DB

HHHHHHAAH# Performance Capture Configuration ##H### S
#this is the filename where performance of query is output
#filename should in such format where "\" should be written as "\\"

#filename=e:\\result3-cache
#surfix is the surfix of the file
#surfix=txt

most of the parameters are explained in the consr@rthe file. There’s only one thing
to be careful. Parameters start with prefix. Foaregles, memory cache starts with
“mem” while database cache start with “db”. PreBxdefined inside the class. Please
refer to the class documentation.
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There are several parts to config, but most of taegrvery easy.

1. Cache:
Cache has to specify in the “cache.conf” file. Firset the cache chain
under field “cache.chain”. Second, setup the patarsewith prefix of that
cache.

2. RuleEngine:
There are three parameters to set. “useRuleEngla&rmine whether to
use RuleEngine or not. “estimate” is the initialueaof estimate. Similarly,
“threshold” is the initial threshold.

3. CacheManager:
A parameter name “cache.chain” specifies what doesache chain looks
like.

4. Performance:
This part set the output file’s name for performean€ cache.
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Appendix Il. Full Classes Diagram
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This diagram shows all the classes that are nekelgted by this project. From beginning,
we can first focus on the interface. Cache is aheabolder, which contains a
CacheConfig. CacheConfig holds DiscardParser anthpacer. These three classes
makes up the major part of cache facility. RuleBagand CacheManager are singleton,
while CacheMaintainer resides in each Cache famifey up the expired cache entries.
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